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Pick the Right Kind of Failover Environment
During an outage you need to have a failover solution that fits how 
your business is staffed and operates in real life; not hypothetically. 
For many SMB and small enterprise organizations a hyperscale 
provider, such as AWS, makes for a poor choice for a live failover 
site. Maintaining these sites as fully, current instances of your active 
environment is incredibly time-consuming, and often unrealistic. 
It is a DIY approach to failover, and depending on your internal 
resources, not a solid strategy.

Consider a managed Disaster Recovery as a Service (DRaaS) 
option, where you literally make one phone call and say “switch 
us over” and your outage is over. Select a provider that can assist 
with the planning – a major component in surviving an outage – and 
failover orchestration.

Redundancy in a public cloud, such as AWS, can still be a viable 
option for some companies, and a private/virtual private cloud isn’t 
necessarily the right solution for everyone. Explore the options for 
your industry and organization before making the decision. 

Balance Your Workloads
Hyperscale cloud solutions such as AWS are great for databases that 
are constantly updated, and can grow and contract exponentially 
on demand. Such solutions provide elastic services for non-critical 
files. In some ways, public clouds are like campgrounds. You pay a 
small fee and set up your tent. You don’t know who’s around you, 
and you can only hope a park ranger comes around now and then 
to make sure all is well.

But what about the sensitive data that is bound by regulatory issues, 
or information and applications that are critical to the company’s 
operation literally every second of the day? These items require 
greater control and visibility, best suited to a secure VMware cloud 
environment. In the event of an outage, it’s important to know 
where (geographically) these files and programs are located as 
you execute each phase of your disaster recovery program. For 
example, an outage in a particular location can immediately inform 
you of which resources are unavailable and which are still up-and-
running in another locations. This private cloud is akin to a gated 
community, where your data is secure and qualified assistance is 
available 24/7/365.

The most recent Amazon Web Services (AWS) outage impacted well over 100,000 businesses leaving the unprepared in the dark and 

at the mercy of Amazon’s technicians. Whether you suffered from the AWS outage or dodged a bullet, here are some key items to 

consider in order to survive the next public cloud outage:

Be Realistic About a Crisis
Think about what really goes on during an outage. The pressure. 
The anxiety. The unknown. Is this really the time you want to be 
navigating failover workarounds and multiple vendors? Those who 
opted for these kinds of DR options during the AWS outage have 
likely paid a steep price, learning hard lessons about data access 
and downtime.

• Caution 1: The AWS Zone Spread - Prior to the outage, some 
business opted to spread their data across multiple AWS 
zones and thought that would prevent downtime. Beware this 
can be a data management headache, and offers no option 
for real-time cloning. You’ll still need to manage both your 
primary and the AWS sites simultaneously, and who has time 
for that? And with the AWS failure, the Amazon dashboard was 
also down, providing no insight into which files were where.

• Caution 2: The Multiple Cloud Provider Spread - Other IT 
people tried to simply spread their data across multiple 
cloud providers. This seems to make sense – If AWS goes 
down, you have options. However, now you’re paying for 
multiple providers and you give up the “single pane of 
glass” management options. And again, you’re faced with 
maintaining all sites simultaneously. 

• Suggestion: Unless you have unlimited bandwidth or lots of 
personnel, skip the hard work and heartache and opt for one, 
reliable DRaaS provider.

Revisit, Test (or Create) Your Disaster  
Recovery (DR) Plan  
A live outage is the exact wrong time to enact your DR plan for the 
first time. Remember, your business is likely literally losing money 
by the minute, so getting back online right away is imperative.  
 
Testing 1, 2, 3 … If you have a plan and a reliable DRaaS provider 
in place, you’re all set, right? Not so fast! At least twice per year, 
test your DR plan by simulating an outage. Practice moving to 
your failover site and measure :

1. How long it takes, and 
2. Where the failures and inconsistencies exist.
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Was all data available to all users? Were all applications and plat-
forms available? Note the gaps and restructure your plan to reme-
diate the problems. Upon the next test, measure for the same chal-
lenges and make sure they’ve been rectified.

If you don’t have a plan, now is the perfect time to build one. If 
you’d like a free Disaster Recovery Plan Template click here. Begin 
by asking what you’re trying to protect against. If you’re an online 
retailer, order entry downtime is a top priority. If you’re a call center, 
keeping your cloud-based phone system up-and-running should 
be at the top of your list. It is also important to consider security 
and compliance aspects.

These questions can help guide your drafting process:

• What is most important to you to survive an outage?

• What needs to always be on?

• What needs to come back first, second and third as you 
switch to the failover site and get back online?

• What is the impact to the company finances, or reputation if 
certain elements are down for an extended period of time?

Once these properties have been established, make sure to 
choose a cloud partner that can meet your requirements. 

Read the Fine Print
When selecting a cloud partner, carefully review the SLA 
regarding availability. Some AWS customers may have expected 
100% availability, but Amazon never promised such uptime. 
Again, select the partner that meets specific needs for your 
industry and your specific business. You may be surprised to 
find that there are cloud providers with specific niche industry 
capabilities, including veterinary practices, credit unions and 
highly-regulated HIPAA/HITRUST healthcare organizations. 

In Summary
Tech outages are a matter of ‘when’ not ‘if’ and when they do occur 
your internal stakeholders aren’t going to care about what hoops 
you need to jump through to get systems up and running again. 
While the public cloud may make sense as a failover for certain 
kinds of workloads, and/or firms with the expertise and staff to 
manage a total disaster, it’s not right for many organizations. For 
those businesses a managed DRaaS option can provide your 
infrastructure with rapid failover and you with peace of mind. 

For more information about Evolve IP's complete suite of DR 
solutions please click here.

About Evolve IP
Evolve IP is The Cloud Services Company™. Designed from 
the beginning to provide organizations with a unified option for 
cloud services, Evolve IP enables decision-makers to migrate all or 
select  IT technologies to its award-winning cloud platform. Evolve 
IP’s combination of security, stability, scalability and lower total 
cost of ownership is fundamentally superior to outdated legacy 
systems and other cloud offerings. Today, over 130,000 users 
across the globe depend daily on Evolve IP for cloud services 
like virtual servers, desktop services, disaster recovery, unified 
communications, contact centers and more.
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http://www.evolveip.net/resources-library/disaster-recovery-plan-template
http://www.evolveip.net/draas-suite

